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1. 000 CAO0OODDOOODDOOO~cAD0OOOUopenssl.cnf 00O0OO0OOOOODO

e [ CAdefault ]O00O0ODOO0OdirdO~caA0OODOO

e UUODOOOTI regdistinguishedmname ] 0000000000 OOO0O0O0OOCO0O
OcSROOO0O0bOOo0oooooooooboooonn

2.openssl.cnf OO OOOOOOOOOOOON

@cal0:~ $ mkdir ~CAO

@cal:~ $ cd ~“CAO

@ca0:"CA0 $ mkdir certs crl newcerts private
@ca0:"CAO $ chmod 700 private

@ca0:"CAO $ echo ’01’ > serial

@ca0:"CAO $ touch index.txt



3. 00000000000 /dev/urandomJ 0000000102400 000000000000
O000~CA0/private/cakey.pem U 00000 0OO0O0O0OOOOOOOOOOOODOODO
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Q@ca0:"CAO $ openssl genrsa -rand /dev/urandom -out \
private/cakey.pem 1024

Generating RSA private key, 1024 bit long modulus
+H++++

.......... ++++++

e is 65537 (0x10001)
@ca0:"CAO $ chmod 600 private/cakey.pem

e cakey.pemUJ U ULID-U0D0DOO0OO0DOOODOOOODOOODOOOOOOOODLODO
gogoood
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4. 00000 CAODOOOODOOODOOOOOD-CAO/private/cakey.pem 0000000
x0090 000000 cacert.pemUJ 00 0OOOOOOOOOU

@ca0:"CAO $ openssl req -x509 -config openssl.cnf -new -key \
private/cakey.pem -out cacert.pem

You are about to be asked to enter information that will be \
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished \
Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ’.’, the field will be left blank.

Country Name (2 letter code) [JP]:

State or Province Name (full name) [Niigatal]:

Locality Name (eg, city) []:

Organization Name (eg, company) [ExampleO Ltd]:

Organizational Unit Name (eg, section) [CA Section]:

Common Name (eg, YOUR name) [CA @ ExampleO Ltd]:

Email Address [ca0QexampleO.jp]:



e openssl.cnf [ [ req.distinguishedname ]O0 0000000 0O0OO0OOODOODOO
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@cal:"CA1 $ openssl genrsa -rand /dev/urandom -out \
private/cakey.pem 1024

.CA0D0O0O0O0O00 (CSR)OOO

hre@cal:"CAl $ openssl req -config openssl.cnf -new -key \
cakey.pem -out CAlreq.pem

.CAOODODODODO CA0OO CAlreqpem 00000 ODOCA0ODOD OO policy O pol-
icy_anythingO O v3.caO0 OO OOCSRO CAlreqpem 0000000000 DOOODODOO
D000D00000D00CAlcert.pem 000000

@ca0:"CAO $ openssl ca -config openssl.cnf -policy \
policy_anything -extensions v3_ca -out CAlcert.pem -in \
CAlreq.pem

Using configuration from openssl.cnf

Check that the request matches the signature

Signature ok

Certificate Details:

Serial Number: 1 (0x1)

Validity
Not Before: Jan 4 17:44:07 2007 GMT
Not After : Jan 4 17:44:07 2008 GMT

Subject:
countryName = JP
stateOrProvinceName = Niigata
organizationName = Examplel Ltd
organizationalUnitName = CA Section
commonName = CA @ Examplel Ltd



emailAddress = cal@examplel. jp
X509v3 extensions:
X509v3 Subject Key Identifier:
96:DB:02:EE:96:52:BF:92:A4:25:FF:7E:OA:5F:FA:FE:76:F1:42:60
X509v3 Authority Key Identifier:
keyid:F1:31:62:45:AA:BE:83:95:93:53:07:C7:C0:F9:0B:4C:87:BE:8B:BA
DirName:/C=JP/ST=Niigata/0=Example0 Ltd/0U=CA Section/CN=CA @ \
ExampleO Ltd/emailAddress=caO@examplel. jp
serial:93:41:31:B9:5A:01:04:D3

X509v3 Basic Constraints:
CA:TRUE
Certificate is to be certified until Jan 4 17:44:07 2008 GMT (365 \
days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/nly
Write out database with 1 new entries
Data Base Updated

e JO00DODOOUODDOOCAOODOOUOUODOOUOLODDODODOUOUODDOOO
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@ca0:"CAO $ cp CAlcert.pem “CAl/cacert.pem
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@clientl:7"Clientl $ openssl genrsa -rand /dev/random -out \
clientl_key.pem 1024
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O@clientl:7"Clientl $ openssl req -config openssl.cnf -new -key \

clientl_key.pem -out clientl_req.pem

e CA1ODOOODODOO

hre@cal: "CAl $ openssl ca -config openssl.cnf -policy \

policy_match -out clientl_cert.pem -in clientl_req.pem

— CAOUOOO0ODOO0ODOpolicy O -extensions x509 ca0 0O O0OOOONO

CAl1 0 CA20000O0uoonong
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e Client2 0 0 0O O O client2_cert.pem0
e CA20 000 O ca2_cert.pem
e CAOO D OO O cal_cert.pem

3.opensslD 000000 OOOO0O

@cal:” $ cd "CAl/certs

@cal:"CAl/certs $ 1n -s caO_cert.pem ‘openssl x509 -noout -hash < \
ca0_cert.pem‘.0

@cal:"CAl/certs $ 1n -s ca2_cert.pem ‘openssl x509 -noout -hash < \
ca2_cert.pem‘.0

@cal:"CAl/certs $ 1n -s client2_cert.pem ‘openssl x509 -noout \
-hash < client2_cert.pem‘.0

Q@cal:"CAl/certs $ 1s -1

total 6

lrwxr-xr-x 1 ca-adm ca-adm 12 Jan 5 15:57 265d4ceb.0@ -> \
ca2_cert.pem

lruxr-xr-x 1 ca-adm ca-adm 12 Jan 5 15:57 7bb5240c.0@ -> \
ca0_cert.pem

lrwxr-xr-x 1 ca-adm ca-adm 16 Jan 5 15:57 c6d65fca.0@ -> \
client2_cert.pem

-“IW-r—-r-- 1 ca-adm ca-adm 1273 Jan 5 15:55 caO_cert.pem



-rw-r--r-- 1 ca-adm ca-adm 3516 Jan 5 15:55 ca2_cert.pem
“IW-r—-r-- 1 ca—adm ca-adm 3572 Jan 5 03:52 clientl_cert.pem
“rW------- 1 ca—adm ca-adm 887 Jan 5 03:52 clientl_key.pem
“IW-r—-r-- 1 ca—adm ca-adm 664 Jan 5 03:52 clientl_req.pem
-rw-r--r-- 1 ca-adm ca-adm 3563 Jan 5 15:55 client2_cert.pem
“IW-r—-r-- 1 ca-adm ca-adm 9440 Jan 5 03:52 openssl.cnf

4. 000

@clientl:"Clientl $ openssl verify -CApath ~“Clientl \
client2_cert.pem
client2_cert.pem: 0K

eopenssl 0O 0OO00OO00O0OO0ODO0ODOOOOOOODOODOODODO.ODODOODO

e IO UODOclient2 cert.pem 000 0OOODO...
1. cert_file = client2_cert.pem
2. certfile00000O00O0O0DOOOOOOOOOODOOO
d.certfile0 00000 CAODOODOO
4. certfile 00000 CAOODODO CADOOOODODOODO
S
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@clientl:"Clientl $ echo test message >| message.raw

Oclientl:"Clientl $ openssl smime -sign -signer clientl_cert.pem \
-inkey clientl_key.pem -in message.raw -out message.signed \
-from yamada@examplel. jp

. message.signed [0 Client2 00U
Q@client2:7Client2 $ 1ls -1 *.pem *.0

lrwxr-xr-x 1 cli2 cli2 12 Jan 6 09:27 50681737.0@ -> cal_cert.pem
lrwxr-xr-x 1 cli2 cli2 12 Jan 6 09:28 7bb5240c.0@ -> calO_cert.pem

-rw-r--r-- 1 cli2 «c¢cli2 1273 Jan 6 09:28 caO_cert.pem
“IW-r—-r-- 1 cli2 cli2 3516 Jan 6 09:26 cal_cert.pem
-rw-r--r-- 1 cli2 «c¢cli2 3516 Jan 6 09:26 cacert.pem
“IW-r—-r-- 1 cli2 cli2 3563 Jan 5 03:53 client2_cert.pem
“rW--————-- 1 cli2 cli2 887 Jan 5 03:52 client2_key.pem

“IW-r—-r-- 1 cli2 c¢li2 655 Jan 5 03:53 client2_req.pem

@client2:"Client2 $ openssl smime -verify -CApath . -in \
message.signed

test message

Verification successful

message.signed 0 000000003 ...

From: yamada@examplel. jp

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/x-pkcs7-signature"; \
micalg=shal; boundary="----B24B814041DB10CF405DC326882DAFOC"

This is an S/MIME signed message

—————— B24B814041DB10CF405DC326882DAFIC
test message

—————— B24B814041DB10CF405DC326882DAF9C

Content-Type: application/x-pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"
MIIFpwYJKoZIhvcNAQcCoITIFmDCCBZQCAQExCzAJBgUrDgMCGgUAMASGCSqGSIb3
vX815MRaJCM7G3s=

—————— B24B814041DB10CF405DC326882DAFI9C--

. 0b0booooooboon
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@cal0: “CAO $ openssl rsa -in private/cakey.pem -text

Private-Key: (1024 bit)

modulus:
00:be:1a:1£:13:2f:6£:0:99:66:ac:67:b4:d5:1a:

publicExponent: 65537 (0x10001)
privateExponent:
43:33:3a:ae:ee:82:dd:fb:ac:36:df:c6:25:da:c8:

primel:
00:£f8:8d:13:¢c5:62:32:£3:47:e6:97:27:78:2a:53:

prime2:
00:c3:cc:9d:2a:ce:12:57:ce:3e:dc:df:ea:25:50:

exponentl:
03:14:5c:66:59:ad:1f:ee:88:20:df:50:51:d5:¢ee:

exponent2:
72:73:d7:e7:5e:a0:20:4d:82:37:90:78:09:2a:1c:

coefficient:
36:2d:6d:04:70:71:d3:2f:bf:e2:a4:f4:fc:80:fc:



MIICWwIBAAKBgQC+Gh8TL2+wmWasZ7TVGjQ0AvUde+08/TApJ++L1xVa6h6MiZAT

SZrksVkbJuoga9wlc8oM+I9zuo8DwvBIcOAaZKpfHQ==

gboobobodbobobuoobobuobobobob-uoobobobobobobodgon
gbobobooooboboboobo-0oboboboo2b00b00000000000b00ODbO
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@cal:"CA1 $ openssl req -in CAlreq.pem -text
Certificate Request:
Data:
Version: 0 (0x0)
Subject: C=JP, ST=Niigata, O=Examplel Ltd, 0OU=CA Section, CN=CA @ \
Examplel Ltd/emailAddress=cal@examplel.jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:b8:6c:9a:a5:00:25:54:a5:2b:39:d8:23:10:86:

Exponent: 65537 (0x10001)
Attributes:
a0:00
Signature Algorithm: md5WithRSAEncryption
40:6d:16:d7:bd:72:3d:c0:90:e0:f1:a3:b9:6a:e2:al:4e:54:

MIIByDCCATECAQAwgYcxCzAJBgNVBAYTAkp(MRAwWDgYDVQQIEwdOaWlnYXRhMRUw

qZxNDJX+FVPpHz/1dr2TL1Gu+h1Fiq08+ECLuQ==

gbgobobobobbooboobooboobooboon

e CAODDOOODOODOOOODDOOO

@cal:"CA1 $ openssl x509 -in cacert.pem -text
Certificate:
Data:
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Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=JP, ST=Niigata, O=ExampleO Ltd, OU=CA Section, CN=CA @ \
ExampleO Ltd/emailAddress=cal@examplel.jp
Validity
Not Before: Jan 4 17:44:07 2007 GMT
Not After : Jan 4 17:44:07 2008 GMT
Subject: C=JP, ST=Niigata, O=Examplel Ltd, 0U=CA Section, CN=CA @ \
Examplel Ltd/emailAddress=cal@examplel.jp
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Modulus (1024 bit):
00:b8:6c:9a:a5:00:25:54:a5:2b:39:d8:23:10:86:

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
96:DB:02:EE:96:52:BF:92:A4:25:FF:7E:OA:5F:FA:FE:76:F1:42:60
X509v3 Authority Key Identifier:
keyid:F1:31:62:45:AA:BE:83:95:93:53:07:C7:C0:F9:0B:4C:87:BE:8B:BA
DirName:/C=JP/ST=Niigata/0=Example0 Ltd/0U=CA Section/CN=CA @ \
ExampleO Ltd/emailAddress=caO@examplel. jp
serial:93:41:31:B9:5A:01:04:D3

X509v3 Basic Constraints:
CA:TRUE

Signature Algorithm: md5WithRSAEncryption
3c:22:59:a8:8f:8b:0d:d5:7a:25:20:2a:0f:8d:c8:ec:40:60:

MIIDdjCCAt+gAwIBAgIBATANBgkqhkiGOwOBAQQFADCBhzELMAkKGA1UEBhMCS1Ax

7Di60iHyifk7dNDDnnRh/NJIBSTfvqfl/Xc=

0000 cAU0DOUODOOoOOOo cAOoooooopbooocApDoobooooooooo
gooobod
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